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Abstract

The exponential expansion of online shopping has changed the dynamic between buyers and
sellers, opening up exciting new possibilities while also posing formidable legal hurdles. As
the number of online marketplaces, e-commerce sites, and digital service providers grows, so
do the problems that consumers confront, including deceptive advertising, unfair trade
practices, data misuse, false reviews, and inadequate channels for lodging complaints. As a
result, India overhauled its consumer protection laws that were passed three decades ago with
the Consumer Protection Act, 2019 and established new regulations for online marketplaces
called E-Commerce Rules. The legislative structure controlling consumer protection in India's
online marketplace is scrutinized in this article. It examines the Consumer Protection Act, 2019
and the Consumer Protection (E-Commerce) Rules, 2020, examining their reach, efficacy, and
constraints in light of recent judicial rulings and changes in regulations. With the digital
economy constantly changing, this study asks if consumer rights are sufficiently protected by
the existing legal framework and suggests changes to make enforcement and accountability
stronger.
Keywords: Consumer Protection, E-Commerce Law, Digital Marketplace, Consumer Protection

Act 2019, Online Transactions, India.
1. INTRODUCTION
The character of business and trade in India has changed dramatically due to the digital
revolution. Consumers' access to goods and services has been transformed by the fast
proliferation of digital service platforms in sectors such as financial technology, food delivery,
and ride-hailing, as well as by online marketplaces like Amazon, Flipkart, and Meesho. These
innovations have made things easier for customers, boosted competition in the market, and
given them more options than ever before.
Despite these benefits, consumers are more susceptible to emerging types of fraud in the online
marketplace. Online shoppers face a growing number of threats, including but not limited to:
identity fraud, deceitful vendors, false influencer recommendations, algorithmic pricing
discrimination, and ambiguous return policies. Customers are more likely to be victims of
unfair trade practices due to the lack of power they have in negotiations due to the complexity
of digital platforms and the lack of face-to-face contact.
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Figure 1.1: Consumer Rights
These new threats were too big for the old consumer protection regulations to handle. The
intricacies of online transactions and platform-based commerce were not taken into
consideration when the Consumer Protection Act of 1986 was drafted, as its primary purpose
was to govern traditional marketplaces. The Indian government saw a need to fill this
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regulatory void and passed the Consumer Protection Act, 2019 in 2019. It went into effect in
July 2020. The next step was to create the Consumer Protection (E-Commerce) Rules, 2020,
which would regulate online trade practices and provide digital consumers with stronger legal
protections.
This article investigates the new regulatory framework's ability to safeguard online shoppers
and whether or not it strikes a fair balance between customer needs and technological
advancements made by companies.
1.1.  Objectives of the Study
The main objectives of this research are:
1. To examine the evolution of consumer protection law in India in the context of digital
commerce.
2. To analyze the key provisions of the Consumer Protection Act, 2019 relevant to e-
commerce.
3. To study the Consumer Protection (E-Commerce) Rules, 2020 and their regulatory impact.
4. To assess judicial and administrative responses to digital consumer disputes.
5. To identify legal gaps and propose reforms for strengthening consumer protection in the
digital marketplace.
% LITERATURE REVIEW
Kavitha (2024) looked at how consumer protection regulations in India regulate B2C e-
commerce platforms. Findings from the study assessed whether or not the Consumer Protection
Act of 2019 adequately tackles new problems like deceptive advertising, unfair business
practices, and opaque internet commerce. While the new legislative framework did a great job
of protecting consumers' rights online, Kavitha discovered that difficulties with enforcement
and complicated jurisdictional issues kept it from being fully effective. With the rise of online
shopping, consumer protection rules have changed, but the author argues that these new
regulations still lack the institutional frameworks and technical capability to really shield
consumers.
Varsha (2023) determined how digital platforms altered the dynamics of consumer
vulnerability and investigated how consumer rights have evolved in the age of e-commerce.
The research concluded that, in contrast to more conventional forms of shopping, online
shoppers are more likely to be victims of data breaches, fraudulent reviews, hidden fees, and
long wait times for complaints to be resolved. However, there were still holes in platform
responsibility and international conflict settlement, according to Varsha's critical assessment of
India's legislative reaction to these issues. The Consumer Protection Act, 2019 and the E-
Commerce Rules provide a progressive legislative framework. While the digital ecosystem is
changing at a dizzying pace, the author stressed that regulatory vigilance and consumer
education are equally important.
Mehta (2024). The study's primary emphasis was on the duties that online businesses are
expected to fulfill by regulators, such as the need to be transparent, provide channels for
customers to voice their complaints, and prohibit unfair trade practices. Mehta concluded that
the Rules improved platform accountability by instituting mandatory compliance rather than
the previous voluntary self-regulation. Inconsistent implementation and insufficient
monitoring capability, however, diminished their overall influence, as pointed out by the author.
The study found that consumers' legal position was strengthened by the Rules, but that the
Rules' long-term effectiveness would depend on stronger enforcement and clearer liability
requirements for digital intermediaries.
Misra (2022) demonstrated how the new law effectively responds to modern market
conditions. Focusing on how the 2019 Act broadened the definition of consumers to encompass
online transactions and brought novel ideas including product liability, mediation, and
regulatory monitoring through the Central Consumer Protection Authority, the study
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highlighted these developments. These revisions brought India's consumer protection law into
line with global standards and modernized it greatly, according to Misra. In the case of online
trade in particular, the author noted that public understanding and institutional effectiveness
were crucial to the laws' actual efficacy.

Gupta (2021) looked at consumer rights protection in online commerce in India. Consumers
were exposed to complicated legal and ethical hazards as they were given new opportunities
by rapid technological adoption, according to the report. Concerning topics like data privacy,
intermediary liability, and cross-border consumer disputes, Gupta brought attention to the
shortcomings of conventional legal theories. India has made great strides in consumer
protection legislation, but a more holistic strategy that incorporates consumer law, IT
legislation, and data protection standards is necessary, according to the author. The research
found that in order to keep consumers safe in the digital era, policy consistency, institutional
harmony, and legislative reform were all necessary.

3. CONCEPT OF CONSUMER PROTECTION IN THE DIGITAL AGE
Historically, the goal of consumer protection has been to shield purchasers from unfair business
practices, faulty products, and inadequate services. The idea, however, has grown to encompass
more in the digital era, including:

Defending users from deceptive web ads

e Protections against fabricated reviews and the manipulation of influencers

e Data privacy and cybersecurity must be guaranteed.

e Providing clear policies for refunds and upfront pricing

e Giving people a way to settle their disputes online

Information asymmetry, weak negotiating position, and cross-border difficulties frequently put
digital customers at risk. As a result, modern consumer protection laws need to incorporate
concepts from data protection, competition law, and technological regulation.

4. OVERVIEW OF THE CONSUMER PROTECTION ACT, 2019

To reflect the changes brought about by the rise of online shopping, India's consumer law
framework was updated in 2019 with the Consumer Protection Act. Recognizing internet
transactions and increasing regulatory control, the new legislation chose a broader strategy than
the earlier 1986 Act. Consumer protection shifted from a reactive to a proactive and regulatory
system as a result of institutional reforms, increased consumer rights, and clearer liability
standards.

4.1. Expanded Definition of Consumer

Online shopping, teleshopping, direct sales, and multi-level marketing were all specifically
mentioned in the Act as activities in which consumers participated. This made sure that those
who bought things online were just as protected legally as those who bought things in brick-
and-mortar stores.

4.2, Central Consumer Protection Authority (CCPA)

A huge step forward in institutional development was the creation of the CCPA. Manufacturers,
service providers, and endorsers can face penalties, and the Authority can look into unfair trade
practices, recall dangerous items, and end deceptive advertising. When it comes to controlling
digital ads and influencer-led marketing, its function became very important.

4.3.  Product Liability

The Act established a precedent for product responsibility, making it possible for customers to
seek redress for damages caused by subpar goods or services. Manufacturers, vendors, and
service providers, even those with an internet presence, could face legal consequences.

4.4.  Mediation and Speedy Redressal

Particularly for customers with geographical limitations who shop online, the establishment of
mediation cells and the ability to file complaints electronically have improved access to justice
and sped up the resolution of consumer disputes.

TR
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Table 1: Features of the Consumer Protection Act, 2019

Feature Provision Relevance to Digital
Consumers
Expanded definition of | Covers online and electronic Extends legal protection to e-
consumer transactions commerce users
Central Consumer Investigative and enforcement | Regulates misleading online
Protection Authority powers ads and unfair practices
Product liability regime Liability of manufacturers, Ensures accountability in
sellers, and service providers online sales
Mediation mechanism Mediation cells in consumer Promotes quicker settlement
commissions of disputes
E-filing of complaints Digital complaint process Improves access to justice for
online consumers

5. CONSUMER PROTECTION (E-COMMERCE) RULES, 2020
The increasing difficulties of conducting business online necessitated the introduction of the
Consumer Protection (E-Commerce) Rules, 2020 to hold online marketplaces more
responsible. The goal of these regulations was to increase protections against unfair trade
practices and establish e-commerce businesses' duties in a way that was clear and consumer-
friendly.
5.1.  Duties of E-Commerce Entities
To increase openness and confidence from buyers, the Rules mandated that e-commerce
platforms meet certain standards. In order for buyers to make educated choices, platforms had
to reveal all vendor information, including identification and contact details. Pricing, return,
and refund rules should also be clearly communicated. Platforms also couldn't unduly favor
certain merchants in search results or rankings, according to the Rules. In addition, a new
grievance redressal procedure was put in place to guarantee that customer complaints would
be addressed promptly.
5.2. Regulation of Marketplace and Inventory Model
The Rules' ability to differentiate between e-commerce models based on inventory and those
based on marketplaces was an important aspect. Marketplace platforms served as go-betweens
for buyers and sellers, while inventory-based platforms actually sold products to customers. In
order to determine fault in instances of faulty products or inadequate services, this
categorization became vital. The Rules eliminated uncertainty about who is legally liable in
consumer disputes by outlining the characteristics of each model.
5.3. Prohibition of Unfair Trade Practices
A number of unfair behaviors that had grown prevalent in the online marketplace were
specifically forbidden by the Rules. The use of bogus reviews, deceptive ads, flash discounts,
and quality promises was one of these tactics. The Rules bolstered the legislative framework
for ethical digital commerce by focusing on such behaviors, which directly tackled the problem
of consumer exploitation in online transactions.

Table 2: Provisions of the Consumer Protection (E-Commerce) Rules, 2020

Aspect Regulated Key Provision Impact on Online
Consumers
Duties of e- Disclosure of seller details, Enhances consumer awareness
commerce entities transparent pricing and refund and informed decision-making
policies
Search result Prohibition on manipulation of Ensures fair competition and
practices listings prevents misleading product
visibility
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Grievance redressal | Mandatory grievance officer and | Improves access to remedies
complaint mechanism for online consumers
Business models Distinction between marketplace Clarifies liability in cases of
and inventory models consumer harm
Unfair trade Ban on fake reviews, misleading Protects consumers from
practices ads, and deceptive flash sales digital-era exploitation
6. JUDICIAL INTERPRETATION AND ENFORCEMENT

When it comes to consumer protection in online marketplaces, Indian courts and consumer
commissioners are becoming more influential. The need for judicial bodies to apply
conventional legal concepts to platform-based commerce has arisen in response to the
proliferation of online transactions. The Delhi High Court, in the case of Amazon Seller
Services Pvt. Ltd. v. Amway India Enterprises Pvt. Ltd., looked into the duty of online
marketplaces and made it clear that digital platforms can't avoid responsibility when deceptive
or unfair business practices are at play. Judgment highlighted that mere intermediary position
does not offer complete protection from harm to consumer interests.
There has been a substantial improvement in digital consumer rights thanks to consumer
commissioners in India. Delays in reimbursements, excessive cancellation fees, false product
descriptions, and poor customer support are just some of the complaints leveled at e-commerce
companies in recent rulings. The idea that online platforms are just as accountable and subject
to fairness as traditional vendors and service providers is reaffirmed by these verdicts, even if
they operate in virtual contexts.
Consumer protection rules have not been consistently enforced in the digital realm, even if
there have been progressive judicial developments in this area. Low degrees of digital literacy
and little knowledge of legal rights continue to make it difficult for many consumers to access
remedies. Worse yet, when it comes to issues involving technology, consumer forums aren't
always well-equipped to address them. Where foreign vendors and platforms are involved,
compliance becomes even more complicated due to jurisdictional challenges in cross-border e-
commerce transactions.

Table 3: Judicial and Enforcement Challenges in Digital Consumer Protection

Area Judicial/Enforcement Development Practical Challenge
Platform liability Courts clarified that intermediaries Lack of uniform
cannot evade responsibility application across forums
Refunds and Consumer commissions held platforms Delays in execution of
cancellations liable for service deficiencies orders
Misleading Judicial support for action against Limited monitoring of
advertisements deceptive digital marketing online content
Consumer Recognition of digital consumer rights Low legal and digital
awareness in judgments literacy among users
Cross-border Acknowledgement of jurisdictional Difficulty in enforcing
disputes complexity orders against foreign
entities
7. COMPARATIVE PERSPECTIVE

The expansion of online trade across national boundaries has transformed consumer protection
from a domestic to a worldwide regulatory priority. When it comes to regulating online
marketplaces, protecting consumer rights, and holding platforms accountable, different
governments have taken different approaches. A better consumer protection system in India
can be created by comparing and contrasting these frameworks and learning from their
successes and failures.

ffﬁﬂmgn VOLUME-24, ISSUE-II injesm2014@gmail.com 113

Ehondify € Tedornd | Biraas Swclat



mailto:iajesm2014@gmail.com

. c e e JSSIN: 2393-8048
International Advance Journal of Engineering, Science and Management (IAJESM)

Mutidisciplinary, Multilingual, Indexed, Double Blind, Open Access, Peer-Reviewed, Refereed-Intemational Journal.
SJIF Impact Factor =8.152, July-Decermber 2025, Submitted in Novermber 2025

Table 4: Comparative Framework for Digital Consumer Protection

Aspect European Union United States India
Key legal Digital Services Act FTC Act and related | Consumer Protection
instrument (DSA) regulations Act, 2019 and E-
Commerce Rules,
2020
Focus of Platform Prevention of Consumer rights,
regulation accountability, deceptive practices grievance redressal,
transparency, content and unfair trade and fair trade
moderation
Enforcement European Commission Federal Trade Central Consumer
authority and national regulators | Commission (FTC) | Protection Authority
(CCPA)
Penalties for Heavy fines based on Civil penalties and Monetary penalties
non-compliance global turnover injunctions and corrective
directions
Stage of Advanced and highly Mature and Progressive but still
regulatory structured enforcement-driven evolving
development

8. CONCLUSION
To ensure transparency and accountability in online marketplaces, robust legislative protection
is necessary, especially in light of the fact that the expansion of digital commerce has
transformed consumer transactions in India. Digital customers are now officially recognized,
platform conduct is regulated, and enforcement is enhanced through the Central Consumer
Protection Authority according to the Consumer Protection Act, 2019 and the Consumer
Protection (E-Commerce) Rules, 2020. The role of e-commerce platforms in unfair trade
practices cannot be further emphasized by judicial interpretation. The full efficacy of these
regulations is nevertheless hindered by problems like poor enforcement, lack of consumer
knowledge, technology gaps in venues for redress, and cross-border jurisdictional issues. Thus,
to keep consumer rights safeguarded in India's developing digital economy, long-term
institutional and legal changes are required.

Recommendations

e A more capable CCPA can be achieved by staffing it with experts in digital law and

technology.

o Programs educating consumers on their rights and avenues for redressing complaints should

be expanded.

o Establish more transparent regulations about platform responsibility for deceptive

advertising and false reviews.

« Toavoid biassed search results and unethical pricing, advocate for algorithmic openness.

Raise consumer forums' technical training in order to better handle online conflicts.

Establish methods for international e-commerce cases to collaborate across borders.

Promote ODR as a means to swiftly and affordably resolve disputes.
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